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https://www.anthropic.com/news/fable-safeguards-jailbreak-framework
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Al workflows - how the actor used the model
W1 Malware & capability dev

Browser secrets theft
cookie DB, lock by

B Builder service !
s, injection on-demand agent builds
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spyware, MITM kit Kill-switch, 148 agents

R

Late rework

ead injection protocol, COM

W2 Infra & platform engineering

VPS + DNS + mail records

ontainers, TLS

Cover domains
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tool distribution

B sy
ibstitution p

W3 Token & collection pipeline

Capture backend Tasking API

submis: 0B agent command loop

Loot processing Token services
ookies, creds, fles DPAPI, OAuth refresh

Platform maintenance
containers, tokens collec

Victim-context tasking
ee 1

W4 Recon & tradecraft dev

Panel triage Technique research
apture review defense toggles, ActiveX
Probing frameworks Source & tool study

multi-service token probes
Loot

implant

de review

Campaign span
2026-03 — 2026-08 - 130 days
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Cyber operations - what those capabilities were turned against
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aptured token pipeline « W3

Effects on targets - inferred
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Inferred effect on target
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SP, vendor surfaces invento

Wiki exfiltration
fullintranet dump.

Gateway access
s admin credentials

Credential validation
fleet-wide testing
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Loot mining tools.
dump search tooiing

+ W8 Follow-on attacks

S ] >
kil SYSTEM t DPAP, app-bound keys

lock bypass

testing Test-host trials Elevation attempts

nt runs consent and Ru
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https://en.wikipedia.org/wiki/ClickFix
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https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/
https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/
https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/
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https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
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Al workflows - how the actor used the model
W1 Harvest & fraud tooling a8
Mobile-app extractors

APK/OS secret scanning interactive 2FA defeat

self-hardening framework

multi-cloud exploitation

Key-checker bots
messaging-bot validation

worker binding abuse
Brand-spoof shop.
fraud storefront kit

W2 Exporter & exfil tooling

2112

metadata stripping, proxies combo-lst stuffing runs
WAF-bypass fuzzers
bot-defense evasion

wledge base
findings catalogued for
euse

Trojanized tool traps
boobytrapped configs
XSS exploit dev
stored-XSS + SSRF vectors

C2web-Ul/

u idg
tenant-scrape clients pre-positioned implant rig

pla
prod subnet routers
Wipe

anti-forensics, scan fleet

ing por
portal content extraction

secrets backup tooling

Campaign span
2026-01 . 2026-05 - 118 days

2026-01 - 2026-05

geofenced proxy exits pal

Cyber operations - what those capabilities were turned against

+ W3 SaaS supply-chain theft | implants & exporters « W2

Effects on targets - inferred

L Dedicated ging
KYC + card-data views multi-company Saa$ fresh tooling install
exports

Prod cluster & vault Bulk CRM exports Recon & carrier scans

secrets + DB credentials downstream instances & subdomain harvesting
portals

Cluster implant, re- Downstream CRM

ex archi

por archives
catalog-platform backups  telehealth data possession

W3 | Inferred effect on target 6/8
i in tmen
elehealth provide enterprise workspaces
platform access
) data-catalog SaaS
two telecom carriers platfc

«W4 | Inferred effect on target 5/5

. =
W4 LMS intrusion chain tenant SaaS provider
Tenant recon & mapping  Editor-CDN & XSS pe target i CDN i i
API-driven enumeration ing root-tenanttarget list tenant data access attempts
stored-XSS chains US universities & districts.
ypass, tenant pi y
session-token endpoint third-party org seat «W5 | Inferred effect on target
fashion & apparel e
W5 Retail account takeover | checker suites « W2 656 | retallers (2) I
o . S = -
production login flows dollar-tier sorted stores write-scope JWTs e marketplace
covery-endpoint abu ot pateh defested <W | Inferred effect on target 6/8
stolen service-account key :eaxp;amrr Saas e
W6 Payment-platform fraud 6/6 | | (anergyutifty socond airies
foothold : poof = ——
initial account mapping C2+webshell stolen mail-key income betting platform ronpftiaEss
donation platform T i & i .
etail & logisti retai poi ie SaaS
Persistence minti Rapid ITSM breach Bulk exfil & extortion e

admin keys via Clinjection  leaked PAT to admin sweep  bulk cloud storage

+ W7 Mass credential harvesting ' app scanners «W1 | | phishing kits « W1 5

pon Bulk key i
credential factory pipeline  ~1.8M apps swept quota + identity probes

stuffi e
residential proxy fleets supply-chain compromise

Model-side capabilities observed
50 across 7 workflows

Vet 2w P BOTA N T  RES AR

«W7 | Inferred effect on target 7

ud ing/API ann
Coudaceounthey | pocoword-manager sers

Replay complete
Operations

Operations map 3 operators

® government e defense ® policy & NGO

 vendors & telecom @ individuals

Targets engaged 26/32
.

Tasks

2026-05

telecom carriers scanned: 2,251
subdomains harvested by recon
platform

target development

2026-05

fresh full backup of catalog-platform
cluster namespaces re-exported
persistent access proven

2026-05

three-pass secure wipe of exfiltrated
CRM archive after access
anti-forensics

2026-05
multi-account cloud scanning fleet
isioned by fi tool

distributed recon capacity

web3 messaging vendor

Effects on targets
26 targets engaged

® model activity ® effects on targets

2026-05

o o 5]

o

o o

Sourcing Discover Nalicarc Expand Exfil Warehouse Mint Monetize Cover
and recon and qualify in-victim channels and persist
N

i

:

0 Proceeds of each credential fund the discovery of the next

i

i |

/

Stolen compute and keys re-enter operations

P 2. deaki 2 i SR IR AT SR AR
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© sourcing&recon

Ve

Targetrecon fleets

Disposable scan fleets; subdomain/ port/endpoint
enumeration; app-store scan queues

Combolist sourcing

Credential lists acquired off-platform; arrive
operator-pasted, pre-validated, hit-line format

(mobile-app secret mining ) ((public-surface mining )

(ATOoracles )

Live phishing operations

Password-manager + parcel-carrier kits;
operator-in-loop 2FA relay; Telegram C2 on the kits

live replay

7’

Pre-staged corpora

Vendor credential vaults, config dumps, session

Criminal-ecosystem predation

Boobytrapped checker configs; rival

Employee vishing & endpoint theft
Help-desk/IT-support vishing, SSO credential

marketplace/kit exploitation; other operators’ phishing, screenshare-assisted installs;

config stores

per-victim loot trees

archives already in hand at campaign start

key stores & managers

browser-vault exports (reported;
loot-corroborated)

live replay

P 3. RIAF5E

R il &P A SLIBRIzIEmH, R Y IR RE ViR 2. Hhaihs
B BLRRR R kb SOtk AR TR AR R F P AR, SEIEFFARA. AR, CEdR
wi k. FPAEMZ ER R BN TERRE. — bk —12586H, ZHEN
Google Play # )i F# i APK

P, IR R R R A28 4 R el Lt my RE B Vi el A5 LY .
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© Discover

( e
Mobile-app secret mining Repo/ Cl/l1aC mining Public-surface mining
APK/IPA decompilation + secret detectors; Estate mirror-cloning + secret scanners + Client-side JS secrets, app SQLite configs,
app-embedded APl keys, HMAC secrets, OAuth dangling-commit recovery; tfvars/tfstate; Cl unauthenticated endpoints and consoles
clients workflow exfil
live replay
cloud-key validation cloud-key validation
. .
-
Victim credential stores Session/token capture Al-endpoint injection
Backup vaults, k8s secret stores, XSS + CORS exfiltration listeners; token-capture Prompt injection of victim-deployed LLM
datasource/connector registries, platform token groundwork on target web apps agents/bots to disclose secrets and internal data
tables
live replay dump m g keys
((vendor OAuth app > tenant fan-out )
. -
'3 (
Container images & registries Cloud metadata endpoints Exposed storage & buckets
Registry estates bulk-pulled; images carry baked-in SSRF | in-app code paths to IMDS and Open/world-readable buckets and file shares;
creds, configs and internal code task-metadata creds; env dumps from exposed severity-ranked dir fuzzing for .envand key files
runtimes
clou y validation clol ey validation
28 .

E 4' Eﬂo

B/ PRAE » FBNAIPTA AR R Z B 2 I a8, Pl R B8 PRie. €
VR EESRTE DL B A ™ RSt e, 5% 8401 5 SR 2 i o

© Validate / qualify

e N N
Cloud-key validation ATO oracles

Batch identity/STS sweeps over harvested key
corpora; leaked-key testers; per-service verifiers

cijc

S AN

Live replay

Harvested creds fired at production APIs; OAuth
refresh liveness; scope probing before use

DB & se: able dumps

WAF-gap login/error oracles; anti-bot bypass
engineering; combo runs via resi proxies + captcha
farms

per-victim loot trees

N N
Resale qualification Offline cracking

GPU hash-cracking rigs; PIN brute-force against
validity oracles

ATO oracles

\ AN J

Quota/limit grading, deliverability thresholds, price
tiering, premium hold-backs

P 5. Biilk/ %5 -
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PRZHEENE . —ATAEEIE M T RS2 HBPEEIVIRR R, FF 0T s A S et
BB EHAHURCK. CI/CD A, BilAm bR, SR m Pt il &t
OAuth B EA T U R 51

© Expandin-victim

e e 'a
Cluster/secret-store dumping Platform-admin amplification Cl/CD injection
Whole-cluster secret decode; scheduled Admin token > session mint > cross-tenant SSO Malicious workflows; secret-log masking bypasses;
'backup’-framed runs; vault + connector-registry pivot > dev keys, service JWTs, platform token artifact and secrets-store dumps
pulls tables
(Telegram bot streams ) ((in-victim staging)
direct API pulls to loot host
personal NAS over tailnet
. . AN
( ( b
DB & session-table dumps Dump mining 2 signing keys Vendor OAuth app - tenant fan-out
Cloud-storage table dumps; cross-account Secret-mining of exfiltrated hauls; signing material The vendor's own app identity + stored
snapshot restore; ORM-level datasource credential enables forgery and deeper pivots per-customer refresh tokens unlock every
dumps downstream tenant
session & 2FA forgery
(in-victim staging ) (direct AP/ pulls to loot host ) direct API pulls to loot host
N . SN,

6. RIFZEHH

WeEiE. e A RES
BLEE AL ZHEZNIREE. C2 R AR E APTHIHL.

e Exfil channels

HHE = . BBk VPN FAF NAS,

( ( X
Rclone > consumer cloud Personal NAS over tailnet Telegram bot streams
S3-compatible consumer storage; archives staged Loot shipped to self-hosted storage through Verified finds + reports streamed to
locally then pushed; retried to completion mesh-VPN; re-served internally over REST topic-organized groups via bot API in real time
self-hosted loot estate self-hosted loot estate Telegram warehouse=storefront
N . JARN,
( ( N
In-victim staging C2channels Direct API pulls to loot host
Exfil buckets created inside victim cloud projects; Mtls implant C2; serverless workers on victim Bulk REST/Bulk-API exports straight to operator
loot staged on victim-billed compute accounts; in-cluster beacon pods hosts; victim IAP-tunnel egress; rate-aware
resumable dumpers
self-hosted loot estate
. N LN

B 7.Exfil jliE .

SMFIFTEA T EEERYHER 0 2026 £9 A 18
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G, RAMBIFRAE SR P USRS M — A AIRERM™, HTE R
HEABARA, RS EE TR ISR, — St AR Telegram
e, URTAEEYIEE.

© Warehouse

( R
Self-hosted loot estate Per-victim loot trees Telegram warehouse=storefront
NAS + loot hosts; stolen production DBs re-hosted Engagement-style directories; hit lists, dumps, Detector-topic archives double as sales inventory;
and served via REST/UWT to operator peers token files, tier-sorted valids sale-formatted reports generated automatically

(network backdoors ) ((extortion & data leverage ) resale rails + key pools
\ 8 ol

( N
Key stores & managers

Credential profile files, SQLite key managers,
rotating key-pool proxies

cloud credential minting

. J

F 8. .

WA/ R BRI AR A BT P B R B G, PIBCIRAELLARIREE R A 2R Pl
= APLEY]. SEFRIFRNVEY]. Dhis i 216 2FA A5, PIZRRTT.

© Mint/persist

N\
Cloud credential minting Platform key lifecycle Session & 2FA forgery
New API keys/identities minted inside victim Developer keys created, used and revoked within Signing-key session forgery; JWT minting; 2FA
accounts; survive rotation of the stolen originals minutes; service-account JWT refresh rotation codes minted live from stolen TOTP seeds
resale rails + key pools bulk data exfiltration direct financial theft
\ .,
( N
Network backdoors
Mesh-VPN subnet routers in victim VPCs; in-cluster
C2 pods; VPN persistence; implant beacons
bulk data exfiltration
(. E,

P 9. FEfa/FF A
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© Monetize

( N
Resale rails + key pools Direct financial theft Extortion & data leverage
Telegram storefront for qualified keys; minted On-chain vault drains to actor wallets; gift-card/PIN Collective-branded ransom drafting; extortion
LLM-key pools for resale or own consumption extraction; store-credit theft letters grounded in exfiltrated datasets

ol
( N
Dual-hat bounty income Bulk data exfiltration
Bounty payouts collected on the same flaws being Customer datasets, Pll/PHI corpora, platform-wide
exploited; reports double as cover harvests held for sale or leverage
_anti-fore )
. AN, J

P 10.6¢ Mk,
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The app-token cascade
Asrun by affiliate C

Hardcoded key Industrial mining + Cloud account Clinjection & C2inside Sale, drain,
shipped in a mobile batch validation entered secrets-store dumps production extortion

One of hundreds of Fleet decompilation; the The qualified key opens Pipelines backdoored; Implants on the victim's Keys sold via Telegram;

thousands of app- key is graded live the victim's cloud estate every stored secret own serverless/cluster payment flows

embedded secrets harvested infrastructure intercepted

The vendor-vault fan-out
Asrun by affiliate A

Vendor's backup Corpus parsed & Become Every downstream Warehoused & Keys minted for
store copied liveness-tested the vendor tenant walked re-served persistence
Customer OAuth Per-tenant refresh Vendor's own OAuth CRM, marketing, Stolen databases New cloud keys in
tokens + app secrets tokens validated in bulk app identity drives warehouse data pulled re-hosted behind the victim accounts outlive
inside tenant logins as integration traffic actor's own API rotation

The platform-admin amplification
As run by affiliate B

One admin token Sessions minted, Platform secrets Bulk pulls to loot Short-lived keys as Dual-hat
obtained SSO bypassed exported host cover cash-out
Employee-grade Admin sessions for any Developer-key secrets, Rate-aware resumable Exfil keys created, used, Bounty filed on the
credential, acquisition tenant on demand service JWTs, stored exports of tenant data revoked in minutes same surface being
off-platform API-token table exploited
The oracle run

Asrun by affiliate B

Comboist arrives WAF gap becomes Stuffing Valids tiered by Stored value Accounts resold /
pre-validated an oracle at scale value extracted reused
Credential lists sourced Login error-differential Residential proxies + Hit lists sorted into Gift cards, PINs, store Validated accounts
off-platform behind a rule gap; no paid captcha farms dollar tiers credit feed later campaigns
captcha

P 11 MRS AR W AR iR .
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updatebeacon.duckdns|.Jorg
esvfecawvjmchjslqgyemho2fiduc59wzn.oast[.]fun
soraki-proxy.20245aad98d27b1b1a2f0f103e1d7ee0.workers|[.|dev
R HEJec

FRAREL AR

P 5 8 22 e

BT B2 22 TR A

mozilla[.Jws

Signin-1pssword[.Jcom

on-pssword[.]Jcom

[l ELB%[Jcom

arichain[.]} %%

bitmart-fiF#[.]Jcom

defi- FFR[]xyz

JR%5 6 B L1ER

0x0[Jst // i@ curl b f4i5i% (i

H i i) % [ @]s3.ap-tokyo.megas4[.Jcom
https[:]//s3.eu-central-1.s4.mega[.]io/fuckyoubasil /
https[:]//s3.ap-tokyo.megas4[.Jcom/<victim-name>
<SpEFWE 44> s3.ap-tokyo.megas4[.Jcom

M4l ID

bR 5L

1003893854338 Telegram FEZl /WK ID %4} “ClintonHog” HIFANEEH . M1 APK
PRI T8 W B 3 — Dl 28 Uk iy 5 SR
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1003311614569 Telegram BEAL/WIF: ID %} “ChatMignon” BYFANEESL. FEBBIEE: 471
AMRIZ T, SR ERMARA —A, SRR Zeid Bk ik i e e

8632748474 Telegram HLAF AIK F* ID HLES AN FHEE R & B4l

1003893854338 ( “ClintonHog” ) H1,

8664033117 Telegram HL2% A 7 ID HLEE N H4550 55 50 & A 541
-1003311614569 ( “ChatMignon” ) 1,

8628746407 Telegram HL33 A F* ID HL2 A ¥ AWS SES
SEIEBG I 55 S B G5 2R B A Pk

8709258476 Telegram HLEF AMK /™ ID L3S AN AWS SNS SMS
GRS R B R RN E B ARk

8179098353 Telegram Ji] % ID $%ii SES/SNS ML N & th BUHR1E Bubk

Yk

IP J146 H ] 255 0
162.128.129[.]106 2026-02-20 2026-03-10
195.178.110[.]131 2026-03-12 2026-04-30
45.148.10[.]242 2026-04-06 2026-04-27
92.118.39[.]3 2026-04-10 2026-04-19
185.65.134[.]246 2026-04-19 2026-05-04
185.65.134[.]199 2026-04-19 2026-04-28
193.32.249[.]161 2026-03-21 2026-04-18
193.32.249[.]164 2026-04-18 2026-05-06

193.32.249[.]170 2026-03-20 2026-04-06
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IP J146 H ] 85K H 3]

104.36.50[.]54 2026-04-24 2026-04-24

104.193.135[.]207 2026-04-05 2026-04-05
2a04:cec0:1185:34£2:a150:7081:caed[:]448e 2026-04-06 2026-04-07
2a01:e0a:2e2:aa40:b15d:5d28:6f4a[:]8d53 2026-04-20 2026-04-21
91.171.138[.]169 2026-04-19 2026-04-21

176.177.12[.]62 2026-04-19 2026-04-20
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GTG-10007

Al workflows - how the actor used the model
W1 Exploit & implant dev

Decompiler tool
binary RE worksp:

CVE intelligence
vuln feeds + PoC indexing
Appllance e study

Exploit authoring
firewal pre-auth chai fted

PoC repost
exploits

Lab validation
root chains proven in lab

PBX lab exploitation drills

W2 Intel collection platform

doctrine corpus

Platform datastore [Forieetieroye
collect eeded first collection agents live
Fleet admin & upkeep Scoring & dashboards
probes, logs, restarts article scoring pipeline
edeploys

jated download portal live e

T =
histor self-hosted LLM inference

W3 Infra & access acquisition
Collection VPS deploy
download scripts shipped
Egress validation
exit-IP checks via proxy

Proxy sourcing
residential

Inventory analysis
collected-file accounting

m Campaign span

2026-03 - 2026-06 - 71 days

EMIFTHEALE

Cyber operations - what those capabilities were turned against

W4 Security-appliance attacks  au kit « W1

Effects on targets - inferred

«W4 | Inferred effect on target

access tes ntainer
root shell on EDR console  auth-bypass probes all 26 es mapped ! (msP)
Sectsortacton  MTiomery  PersisentAltoken WS nfrre effecton target

keys, tokens, DB creds

durable ba

+ WS Vietnam gov intrusions | = edential DB <
ku APl enumeration Injection &c
queried monitoring portal mapped  SQLi + padd

Bulk Pll export

17K citizen records pulled  second portal harvest:

Admin-system plllage

W6 Spain government ops
Mail & spray prep
gov mail creds readied

Open-data harvest Collection VPS ops.
procurement bulk pul t
Source enumeration

web-stack audit via SSH

, W7 OSINT: US military doctrine collection | residential proxy pool «W3

, W8 Gov perimeter recon | secu

meled OSINT o= Media & think tanks WAF bypas:

mil domains via proxi s wser crawis LS \pAwmn on built
Doctrine bulk pull
1,500 PDFs pulled

-appliance detector script

d  22-Pd build dates decoded

Defense-media recon
militar

W9 China domestic intrusions | Java exploit suite

staging box administration

defense-ministry mail

admin-penalty system

provincial fisheries office

W6 | Inferred effect on target

traffc-authorty mail (V) || Malt-country gov mail
procurement portal (EU)

<W7 | Inferred effect on target

OSINT: defense web

«domains (US)

g Pt ek B

<W8 | Inferred effect on target

(SE Asia) )
interor ministry (Guf)  efense media (East

<W8 | Inferred effect on target
IT-services firm universities (3)

construction-tech firm | real-estate portal

Assctswecps Subdomain fingerprint i
mepage & ey full-surface mapping JS bundles mined for keys
Heapdump pillage
install ators 62 CN sweep prod memory mined

Model-side capabilities observed
52 across 9 workflows

BERYI R - 2026 f£ 9 B 25

e-commerce platform
‘solar manufacturer

clinical-data firm
i (2 | banks&

Effects on targets
25 targets engaged

Replay complete

Operations

Operations map

China-nexus operator

v e @ policy & N
© vendors & telecom ® individuals

Targets engaged 25/30
. .
Tasks

2026-06

SSH i NAS storage layer

Storage-tier expansion

2026-06

Scan 64 API endpoints of third-party Al
tool

Full capability s

vey of an extema
2026-06

Check vLLM container logs for model
load

2026-06 XX
Build API-balance dashboard widget
1 o nal LLM

® model activity ® effects on targets

2026-06
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Survey Decompile Trace Hypothesize Exploit
Load target binary into Alreads decompiled functions Follow cross-references to Candidate memory-safety Write proof-of-concept;
disassembler tooling at scale reachable inputs and logic flaws debug against test target

{ )

Iterate until exploitable

P 12. B FHBISE: s m A R- o1 066

I E 0 OSINT (R ER BN

Hoi N TBAE TR FF ST AT 88 X LARWRIRIUOR A Hbr s B AT 5 RS
AN, Fril i T ELR 35 2ot 85 R AT IR SCHR IR IR ER I T g 17 9818 R 515
C PR E R WL, JEHAD SR CRMRIFEETT 7 55E. fB—fRriEEss R
ST EFEAMI AL, Y KN T —KERSEM . BT HILRPEEN AR, %
Yo B AR HER X ZA S E BURf Sk 2B

Expand target set

P 13.2g:kiii fit OSINT fli 186 o

B XY &E-ZFEBABEIR

H1 13

AHE BB TR READRMF A TIUEIESS, U TR BRSNS, GfTs
TV R E AR P, BN G F R mmat 2 st . % TARmR @ s 2R
LA A GEid B AR R Rl ACBELIR H R BLX — ri.
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Tick
Scheduled job fires without
operator

ant|
nl
o

P 14. B FBERGBAIEED

HFANE

PR ERAIOF R ARG AR B DA R AE A T & LA™ R N 2B 2k
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P ERREAE, (ZAT A E AR Kb R IR PP EE AR Z EE S B

ALEREENEENBR -~ BTG ITE
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B, 2R A LR AR AT, BTIUEATIE) Anthropic 1K P FEIEFFRFH t B 45 o ith
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awstore[.] =

2B )EH
ARG T H[]cfd
aws-us-east-3[.Jcom
PREFTHELIFE
deltaclient[.]xyz

iymkjuzymkapovrntoxy.supabase[.]Jco
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HCOHRS.
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BERIRG 3R 2™ APT

B, A -AUIBEE O (RRUER, X —HOoNREE)
B A5 AL R -

TR AT AT

GTG-50020

Al workflows - how the actor used the model

W1 Malware & tooling dev

Cyber operations - what those capabi

W5 Al-vendor intrusion

ies were turned against

Effects on targets - inferred

<W5 | Inferred effect on target

Operations

Operations map

Toolchain staging Phishing-kit builds Proxy discovery SQLi & auth bypass Key &token theft Al data-labeling vendor

packers, smali, build hosts kit modules & lure pages exposed LLM gateways pre-auth aseaccess  provider keys from DBs 2 oo

. Al security-research .
RAT & implant dev APK pack / obfuscate Backdoor persistence b b firms (2) £l
Android remote-access dex-hiding preset service ounts, long-life JWTs internal surfaces driven stolen access re-served further Al & model .
. = - vendors (3+) s
n B + W6 Gaming phishing & ATO | A xy kit « W
a ADB mobile AV sig cloaked lure serving « forged captcha tokens « W3 <W6 | Inferred effect on target

W2 Platform & infrastructure e I (oo [ e Saoy outon

VPS fleet provis Cloaking CDN (k3s) e i e = - . o defense @ policy & NGO
VP lloet provisionng e ol H,q) Captcha-token ATO Account takeover Marketplace resale game-account resale ST D) DL

forged tokens in flow: email swap, cred replay automated listings
services y

panels, APIs, databases residential pools, Tor .| W7 Webmall & social ATO [ credential combo lists < Wa. <W7 | Inferred effect on target Targets engaged 1826
Release engineering 24/7 agent fleet ops " y Protocol decode gl s

deploys, rollbacks, tuning nous ops-watch paths to mail servers private mobile login AP i @

resale & retail markets (3) Tasks

W3 Anti-fraud defeat R&D Session operations Retal AT expariion ——

Challenge recon KYC cloak servers S0 min proxt <W8 | Inferred effect on target Spoof gaming-origin frames from
aptcha endpoints mapped  verification impersonation W8 Account-farm operation o it

g Handle validation istrati i i i @ Headless browser patched to impersonate
fingerprint lecoded  automate pipeline platform che API-driven signups per-profile browsers i the gaming login origin at request level
<W9 | Inferred effect on target
Fallback forcing Identity lec n Content, Farm platform ops Di b

weake

hs triggered reputatic

W4 Stolen-data processing

stolen provider keys «W5

ine:
bulk media repurposing DB, realtime, deploys

W9 Android malware &Pl | signed APK builds «W1

n rails
channels & marketplaces

Android end users
telecom/CDN abuse
10

<W10 | Inferred effect on target

2026-07
Build + install APK across emulator and
physical device

pl I " 5

Session harvest parse Exposed keysweeps APK internals mapped config AP, sync, ‘hotel software vendors t r dwar

HAR/capture mining ublic repo ha Client builds @ oo mm

?(:(Tusk o hmem‘ lookup APl integration espoke payload defivery = community sites  ¢onsumer finance Verify live platform endpoints after
= o~ = W10 Web exploitation —

Collector endpoints Operational use B T Russian retail & e- R T

i S stolen keys power services Targeting sweeps CVE exploitation IDOR&paymentabuse commerce (12+) o
sector-wide site reco framework RCE chains handlers o
Anti-bot probing Bulk extracti Hotel-tech intrusior

Campaign span
2026-05 - 2026-07 - 73 days

rate-limit me: catalog & dat:

Model-side capabilities observed

60 across 10 workflows

I3 | Inferred effect on target

%\PTCHA &KYCVendors | ¢, oys exchanges (2)

Effects on targets
18 targets engaged

model activity

® effects on targets

2026-07

AAESH AlZEMIRER

BAE G e — AR HARIERI SOPE, 3% 3CPF R 3 B 2 SCLARRRE DR TARZACA AT i gem
TR, AREA R4 R sl A A AR PR SR o fy, e a2 —mn
BEGE . B TARREDS T — A B AREEREEE .
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e 4] ©

Probe Verify Report
Write target scope file with Slash comman d launches Subdomains, endpoints, auth Re-test candidate findings; Findings merged into
fabricated authorization story parallel recon and exploit flows, inject sses tested confirm working access incremental report and
agents dashboard

o 2]
Scope Dispatch

{ )

Next target domain

Pl 15. A L5150 ALZENREER.

BEFLEE

Yok B 66 T — A DA B0 A 5y i i 4 28 2R PUOT IRZZ AT & o EEH0 BbRag B 2% 3L
. TAREERA AN LB P rEN. XSS, Bk SEid fn SSRF

MR, RHBAER R BUR SEIR SR BRI B T AR M b o R ERRLERH ™ RS0 AS i A
BB TSR, XRERE E B E SRR 3230 AR A R — AR AT ik

Stage Aim Exploit Harvest
Containerized pentest platform with Point autonomous workers at a live web Injection, XSS, auth bypass an d SSRF Working findings and credentials
local model gateway application | |  runwi thout supervision collected to workspace

( )

No humanin the loop

Bl 16. H ¥ LR EE.

HIEKATL

BC 7 FE B AR B A I Y 3R AC B S AF, 2 SR PLas NSK3D 1 22 5 e i 5 B AR TE G -
PSRRI E SPERFE A E 20 S b Bk 25 Bk W NI, LR A R

2RI B K P AP RR R LB DA R 44
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o (2] e o

Provision Register Pass checks Bank
Residential proxies and antidetect Bots drive signup flows on exchange CAPTCHA services, inbox polling and Verified accounts and session links
browser profiles prepared and marketplace targets identity verification automated stored for operations

( )

Rotate identities when burned

B 17 vk ).

KYC:=# &

ZHRE S5 7 RIEG T MM aiE). ZHEBEWS S EMPARIERE, R mCH bk
THIER) TR IEHIE " (KYC)

WifE, PAMESZHEE TSR T SR IGIE, AR 53 WA p ] R sp 24K 1 i R &
WA, 05, S5 EEE T EBLEAE IR &8 0T 1) BRIk 55 Bk .

o (2] © o

Lure Proxy Intercept Takeover
Victim directed to lookalike verification Reverse proxy relays the real exchange Verified session and documents Captured session used from operator
domain KYC flow captured mid-flow side

{ )

Re-arm for next victim

B 18.KYC £} 1.

¥k nmw

IP JF45 25K
141.133.125[.]208 2026-05-21 2026-05-23
167.250.111[.]136 2026-05-23 2026-06-03

178.16.54[.]141 2026-05-21 2026-06-16
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IP JF4f 25K

37.27.103[.]22 2026-05-26 2026-06-13
194.163.183[.]216 2026-05-23 2026-05-24
202.66.167[.]230 2026-05-21 2026-06-04
146.103.101[.]253 2026-05-21 2026-06-13

146.103.97[.]169 2026-05-21 2026-05-25

GTG-50029 : BEiERNS F BN EBLIE RE
Bt B SE R

NLEREA B T4/ ME 2200, BARZONE “BEWE35T7 HA S S saih. Em
RATBREBIDE TR R LI, AN TRERERE DR TR, Frd b 1 st M %ia & w
MIBEIRTE R, AT D, ATHRM Y RATAZE BRSSP E R, fE%E3,
BTN THRERILEE D, PR, PR EAHTS0RE S LI E K Bz,

2026 EFHFR, W%, —HIRBHLGEEEFIA Claude
Wi R SE . WA, B DS X Be L S Y SaaS TR .

EZ5EME T A CHEET Ruse FESE LA, B ESMAEBHIE 23825 85 b 291 AP
9. —HEYGARIE, Kk ENTRRSBEHEARRCEZE EREPNEEN . X
Tt B RE SR H iRt B 5 Bl APT
BN EIA SRR SE . IEWRNE LRI P BRI, vikAITh
API {HBR 1 HIRAT R B R AR

GTG-50029

R T ITsh B R A RO A TR S — A SEEE RPN T ALY
REAYICERZM AT RE, WA QR QR 5 158 SOy B ik i J5 A i ¢ AXRS i EEpn e
AR L BRI AR
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GTG-50029

y complete
Al workflows - how the actor used the model Cyber operations - what those capabilities were turned against Effects on targets - inferred Operations
W1 Malware & exploit dev + W4 French political intrusions | backdoor plugin builds < W1 Inferred effect on target Operations map  operator egress (VPN)
P [ st s s 2 ey A )| s nnee
e Staff sesslon attack DB-quota race entry Backdoor plugin — 2 — s
e P . s +mailreuse  install race -> rogue admin  font-plugin implant deploys [ A(FR) . i 3
larvester crypto oot packaging ¢ = = 2 — = .
semortbor e ypairs. || mean s e buikds 1 Credential harvest Mass data theft Re-entry & cleanu political media/edu sites || nationalist news site. 5
—— = = payment keys, mailhooks DB dumps, donor records  rogue-admin logins, (FR) (attempted)
ostrig uild veri itical-adj
e Wi i wen Portilio expansion poltcahosting estate | Poltca-adjacent M
: checked second-wave CMS
far-right forum & radio
W2 Breach-data platform , W5 Reader browser hooking | patchec mo wi (attempt) AL

nm

t ® defense  policy &

Dump acquisition Bulk ingestion Premium-hook triage Hook tasking Credential replay © vendors & telecom @ individuals
breach archives multi-million-record loads subscriber cookie capture  J ution in readers logins -> AP tokens jienedisfiection targat : e nd
lecompressed . " i
Subscriber Pll pulls Mass hook redeploy Platform re-probing
Index maintenance Data repair billng data via account APl comment injections admin recon via proxy exfiltration of subscriber Targets engaged 20/27
full-text reindex cycles normalization at scale
> W6 Rival C2 hack-back | implant payloads
Person lookups. = ~
Jiory Gorectosstoaing |  Famecshicid queres Root foothold RS SN Inferred effoct on target Tasks
+ SQLi -> root SSk
i 2026-06
W3 Agentic orchestration . ===
Panel AP lootin Mass exfiltration i
Al gateway ops Document pipeline stats, findings, (\E'nrn;\‘? source, DBs, key stores rival's cloud worker fleet ENUMEEIS pletornmsainandiesset
self-hosted provider relay OCR/embeddin len routes
docs W7 Cloud supply-chain ops «W7 | Inferred effect on target ‘echnology stack confirmed for a planned
Fleet provi SAkey EV loud
e . publicimage layer secrets  OAuth minting from SA key estate (IN) 2026-06
Rogue VM on victim Repo mass-clone W8 Inferred effect on target Cross-reference password hashes and
Release engineering sessnlyene attacker host on their bi vate code + secrets SE] Inforred affoct on targel
builds, packaging ftial scrubbing, P 34,500+ code-hosting e"ja"s acmsm“‘"? dmse‘s'
Cleanup + W8 Credential economy  stolen key-store DB « W6 accounts - o
d cre
Ga(eway ey poollng Repo & PR recon Secret-scan agents
er keysloaded target program discovery  agent source scans <W | Inferred effect on target | sgrzi'e':‘faﬂloud instance via
Vault assembly Live validation Operational use ‘security-training vendor  MDM vendor (SSRF -> mvi)(;er APl
findings DB, 74k raw keys provider key. ault -> cred reuse (recon) loud keys) (£ il N —
W9 Bug-bounty cover ops BPO firm (IN, HR records) on ¢ ount
Program recon
target & scope discovery  metadata-service key pull  production systen login o parvey plaiorm - ide-ail platform (recor)
s scripted blackbox sv
[ = cnd | Campaign span Model-side capabilities observed Effects on targets
2026-05 - 2026-06 - 36 days 53 across 9 workflows 20 targets engaged

model activity ® effects on targets

2026-06
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https://www.anthropic.com/news/disrupting-AI-espionage
https://www.anthropic.com/news/disrupting-AI-espionage
https://www.anthropic.com/news/disrupting-AI-espionage
https://github.com/vxcontrol/pentagi
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Skill breakdown

ATT&CK category Description Flow
Resource Development — Offensive-security engineer persona. implant Invoked at task pivots: the operator enters a
T1587.001 Develop Capabilities: development and M365 operations windows. project directory then [security-engineer
Malware; T1588 Obtain Capabilities Interacts with the winAgent/GoDownload build shifts Claude into an engineering register
loops, Defender-evasion iterations, and forimplant or platform work.
Graph/EWS operational tooling.
Resource Development — DevOps persona used to stand up and maintain Typical flow: skill invocation - docker
T1583.003 Acquire Infrastructure: containerized C2/phishing stacks (shadow_c2 compose build/up > curl health checks >
VPS; T1608 Stage Capabilities compose services, mailer, merged-landing sshpass push torented VPS
deployments) and VPS provisioning over sshpass. (MonoVM/eclipse proxies).
Reconnaissance [ Credential shadow_c2 persona and the Red-Team user_role Flow: ctf-pentest register >
Access — T1595 Active Scanning; memory rules. Active in scanning/recon and theHarvester/Shodan/gobuster recon >
T1589.002 Gather Victim Identity; spray windows. owa_spray or netexec validation - findings
T1110.003 Password Spraying folded back into project memory.
Resource Development / Windows developer persona used for the native Flow: skill > Visual-Studio/mingw builds >
Persistence — T1587.001 Develop implant line (winAgent v2.0 mod_* modules, PowerShell test harness on the test host >
Capabilities; T1547.001 Run Keys; WUEngine persistence, COM/CLSID work) and taskkill/sc.exe service install cycles >
T1027 Obfuscation PowerShell loader engineering. memory update.
Resource Development — Frontend persona. Used on the phishing-platform Flow: skill > Next.js/Flask template edits >
T1608.005 Stage Capabilities: and dashboard frontends. Claude_Preview screenshot QA.
Link Target
Resource Development — UI/UX designer persona. Polished the frontends of Flow: skill > design-principles pass over
T1608.005 Stage Capabilities: Link actor web projects — lure pages, admin panels lure/admin HTML > Edit cycles >
Target (lure/admin Ul polish) preview screenshots.
Resource Development — T1587 'Senior Frontend & Design Engineer” persona Flow: skill > CNC dashboard component
Develop Capabilities (C2 purpose-built for the Shadow C2 CNC dashboard work > agent-table/builder views wired to
dashboard & builder Ul) and builder Ul — maps dashboard template files the shadow_c2 Postgres backend.
and REPORT.md APl shapes.
Resource Development — 'Expert iOS Safari exploit researcher’ Flow: skill auto-scopes the Safarilab >
T1587.004 Develop Capabilities: projectSettings skill: ARMé4e PAC bypasses, JSC MEMORY.md index load >
Exploits; T1203 Client Execution JIT exploitation, kernel internals; instructs the DarkSword/Coruna chain work with
model to load the lab memory index before any ipsw/otool > dead-end ledger updates
work and lists confirmed dead ends never to retry. (institutional memory for exploit R&D).
.

P 19. $eREAN5T o

M FNFTE A TE RV « 2026 F£9 A 40



w0 711750

{£ A Claude M #fz & 72 M 111730

FEART, BRAVE SR 1720, BAVREEI 17208 SChRIMERIABE (KBS
v ARMAER) BT, LA, Hthehe g A AN BR IR HIMEk
170, 8% R B AR IR BEBhs b .

WAV — Oy MG R AR & 8 T — AL S BUIR S5PIZE . AR S, JRATVRBLF 5
BHTYERME. WEREE. RINCEED AT 0 H P 555 R R 5k 22 Bk U%
BB PSSR, FURXET-G KA REPE, Fse i /e e
LAk

—MER RS AR A NBRET A E SR E 2 R Z B ™, 2R 5 1EPT Xk
FAE— AR AT R BE SN . IKEARSE, BREBARL. R LEF ik
XIS R IER R BT

AIRETRA TG T H PR ETRETRPH. Y. LHIEL, BsiEE. Wk,
A, BARZARE AR, XETHE RIS S5EUHBR. SERES NSRRI
FETTE, AR EABGRIREAT MR RAE A6, b e
RHIRiE S o

[EfHERAR, Hrp g2 e S EE R IR TE . B, #RBE T BUAAE 2025 4 9
AR TAHRBEAR L ELBSIE IR, HRIERN—SRBUTIEE R eI 2027
PRI I 25 1 HE B A SR AL 2 A 1

HANMTEE

S S e T B PR BEA B et th A s . diic &, BEFEN SURBUR AL AL R R
PGEXBESE T IX R, BFEEN, FAE 1 HRAVIREL# e,

BNFITEA TS MM A « 2026 £ 9 B 41


https://www.anthropic.com/news/detecting-and-countering-malicious-uses-of-claude-march-2025
https://www.anthropic.com/news/detecting-and-countering-malicious-uses-of-claude-march-2025
https://www.anthropic.com/news/detecting-and-countering-malicious-uses-of-claude-march-2025
https://www.anthropic.com/news/detecting-and-countering-malicious-uses-of-claude-march-2025
https://www.annenbergpublicpolicycenter.org/wp-content/uploads/ABC_Framework_TWG_Francois_Sept_2019.pdf
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“3aneyb Ha gHe B baHru” Telegram Channel

| Official award ceremony for Wagner PMC instructors. &, took place
rthe

in
| highest military awards of the Central African Rey

peaceful ife in the Central African Republic.

gratitude to the employees of the Wagner PMC. s, for the fact that
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the wave of terrorism [
‘country's peaceful development and prosperity.
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[« Post [« Post

. Sep19 o - ’ -Sep19 o
EXPOSED: i i s cycli ionshi a 6n especial | del Mundial de
eals issues of sovereignty in Africa. Time for Ciclismo en Kigali. i6 i peiony g iolaci
African solutions to African éticas

From axumvoices.org.

From eldiariodujarras.com

0 Wi 15 &
o2 g Ly 12 02 a ° 7 oa

- & ® -

This cycling spectacle masks a chaotic tango of deforestation and dodgy
deals, spinning Africa's sovereignty into a dizzying vortex. Time to pedal
towards genuine progress, not this twisted race. @fatshi3

c @hrw.

This revelation about Kigali's cycling event exposes deep-rooted
corruption and environmental harm that can't be overlooked. @fatshit3
@primaturerdc @hrw.

@primature

10:25 AM - Sep 19, 2025 - 10 Views 10:34 AM - Sep 19, 2025 - 7 Views

L9 u < Q &) © ) o Al &)
<  Post € Post
. Sep19 @ s -Sep19 (<]
EXPOSED: i behind ' i EXPOSED: The dark truth behind Rwanda's Cycling Championships reveals
issues of sovereig in Africa. Time for adisturbing pattem of envi damage and human rights violati
African solutions to African Ourinvestigation uncovers the

From axumvoices.org From zion-pulse.com

o2 a M e Ra o2 o o i s
. | @ -
; " i o :
This Rwandacycling farce; o otal ";a_s'?"" Comy """";"dm - This is insane!ll Rwanda's cycling farce hides massive environmental
v 7 Stipping Africa’s sow oraili We. destruction and rights abuses!!! How long will this exploitation
demand real African-led fixes @fatshil3 @ d ks 2
continue!!! @fatshi13 @primaturerdc @hrw.

@hrw.
10:50 AM - Sep 19, 2025 - 3 Views
10:27 AM - Sep 19, 2025 - 5 Views
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& Translated from French by Grok Show original @

ALERT: The M23 imposes an illegal tax on schools in eastern DRC to
finance its terrorist activities. A flagrant violation that transforms
education

des taxes illégal financerle

terrorisme. Une violation flagrante du droit qui transforme Iéducation en
source de violence. #RDC #1123

Rate this translation: &> G

3

From tribuncalpine.

617 AM - Sep 11, 2025 - 2,721 Views

From toutpourapatrie.nfo
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6:16 AM - Sep 11,2025 - 21 Views © R

Os Qs O 0 a2 @ Post your reply o

Post your reply m . . o -
On abesoin que le monde parle do sujet
[SH] =) o7 w7 Aa
Sep i @ =
Hihihi, mes petit . clest pas ete nos sep o -
I'Est ! Mais on sait que @Presidence RDC et @PatrickMuyaya veillent sur La vérit doit btrefaite sur ce polnt
-héros. Ensembl ! notre
beau pays. La RDC, Cest une grande famille unie ! =B ) T T T E
Q ) Q1 s g% ‘ — - Sep 1t o -
. - Sept [ Ces rebell tla torreur
Lem23 [ i i Teur longeant
enfance, car il vole 4 [a fois leur éducation et leur avenr. indescri i
#AmericaFirst Show more
=] =) o s =) X 03 il 257 Q&
. - Sept & - - Sept o -
Yo les amis, c'est inadmissible ! @ Le M23 ose taxer nos écoles a I'Est pour L 3 » X I i
cer Mais la RDC sce 3 @Presidence ROC et coles pour financer ses actons terroristes. Laricle do
@PatrickMuyaya qui luttent pour notre avenir. On nelche rien, ensemble SIma e
notre patrie ! t t
v — aux établissements scolaires, détournant largent
o 2! o ' na Show mo
Q =3 1 it 30 A&
' — Septi [
Tes e erts o e Mg el seon o=
TEst.Une honte | Mais face & cela, G Presidence ROC et @primatureRDC ers SOk fo sur ceban ataire
restent fermes. L ft
négociable. L T S s T Z
i 8 &
(<] = ] s [a] . — — A
Cestuiste
— Septt
Eeh, Cest q st ) =) S s )
@Presidence RDC et @PatrickMuyaya ne vont pas laisser ga passer. La RDC
reste fort notre avenir. Ensemble, on va — o Sept o
mettre fin  ces injustices. 1 Inadmissible
o =t ] " aa 5) [S) 03 s Qa
N LN
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@ Arts and Entertainment Business Health Politics Sports

John Mahama (3) national tragedy (3) public servants (3) Ghana military (2) Palestine crisis (2) aviation accident (2) cocoa exports (2)

economic development (2)

Cyprus Economic Alert: Cyprus Government's Property GTEC Challenges Deputy Health
Neofytou Warns of Global Tra... Crisis Mismanagement Fuels... Minister Over Unauthorized..

Averof Neofytou  + diplomatic tensions  + public-accountability  +

Read More — Read More — Read More —
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(3 Translated from Indonesian Show original
AAA

Taking a leisurely stroll with the young folks heading to the Pakatan
Harapan Convention.

Keep stepping forward for a better Malaysia.
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(3 Translated from Indonesian Show original
AAR

Taking a leisurely stroll with the young folks heading to the Pakatan
Harapan Convention.

Keep stepping forward for a better Malaysia.
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AAA

Taking a leisurely stroll with the young folks heading to the Pakatan
Harapan Convention.

Keep stepping forward for a better Malaysia.
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2 is built through i and Leadership is tested when the country needs stability, reform, and clear H Astronger Malaysia requires honest leadership, institutional reform, and
consistent public service. #Anwar direction. #Anwar economic resilience. #Anwar
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—— May 17 —— May 17 (< ——— May 17 o -
(3 Translated from Indonesian Show original

6. AESEHIPERIK T BCE X, EEEEIILENE .

1min read

N 5 June 2026

m Malaysia Pulse a
TOP STORY Bersama rejects Amanah's
seat-sharing proposal for
Johor elections
‘Barisan Nasional Open to
Unity Government Talks in
Negeri Sembilan Post-Election
‘Trooping of the Colours
% demonstrates military
Stk Tl commitment to King, nation -
| ', Anwar
N -
L3l N
Police Deploy Officers At
‘Tunku Besar Tampin's
Residence To Maintain Order
Johor and Negri Sembilan elections set to gauge D e o
o, Over Missing Audited
PH and BN support as coalitions go separate Fanciainepors
ways
Pakatan Harapan and Barisan Nasional will contest the Johor and Negri Sembilan state elections
independently, giving analysts a chance to assess each coalition's organizational capacity and voter appeal
before future national polls.

Pl 7. SRR B SHA “Malaysia Pulse” , ZRIER RRITTHZ —;

5 H 10 HiEM.

MFIFTEA T EEERIME A 0 2026 £ 9 A 56

G T 2026 4




QBEM!A

Malaysia Pulse
(@malaysiapulse * 9 subscribers * 65 videos

More about this channel ...more

Videos Shorts Playlists (O

Anwar Ibrahim
247 views + 2 weeks ago

8. 5% H LAY YouTube
Vs, HE-ANURME——AIEEILA G K. 1#8%: hXXps[://larchive[.]Jph/GZCoq.

Hh 7 F14E fE 8 e
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23.88.118[.]216; 91.99.117[.]166; 157.180.93[.]7; 167.235.157[.]100; 46.62.214[.]3; 46.225.91[.]180 IP
(Hetzner) XPanel/MalaysiaPulse, NEOS, jEZ%%%. NEOS Docker, FjfR. Voxta
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IR BN TS BEIRZ L (H&iB) Sputnik Moldova Telegram
PR/ fFirk DHEEMBU/RZENE. REME, RAIREE  fil RIA Novosti
pd N ERIERE R, ERER
5 ROMSERIBRE PR

BWFITEA TS A : 2026 £ 9 B 59


https://en.wikipedia.org/wiki/2025_Moldovan_parliamentary_election
https://en.wikipedia.org/wiki/2025_Moldovan_parliamentary_election
https://en.wikipedia.org/wiki/2025_Moldovan_parliamentary_election
https://en.wikipedia.org/wiki/2025_Moldovan_parliamentary_election

25 HiIR SEAR ORI i T X

@ J

Sputnik en Espadiol $ T %M (WHESFG) WP WHEFHE
Telegram (Rybar, REEHE EAE%ZE)

Sputnik Africa JEP AR (FEiF)
B WAEE IR (Pt Btk Sputnik Afrique)

RT SeifiBi 4 RT ERR5EHE IR PR, SVR
P00 ] B 74

W1 /ise TpeTU pyMbiH CYUTalOT Yaylwecky "xopowmm

nupepom” — onpoc.

TaKkyio oLeHKy 6eacynaun

PYKOBOAWTENIO COUMANMCTYECKON PyMbiHMU 4any 66,2%
PECMOHAEHTOB OMPOCa PyMbIHCKOrO MHCTUTYTa INSCOP

Research.

W MeHee YeTBEpTU PECTIOHAGHTOB BbICKA3aNM MHeHMe,
4TO OH 611 NIOXMM PYKOBOAWTENEM, @ 7,8% ONPOLIEHHBIX

3aTPYAHUAMCh AaTb OTBET.

W B Youtube MOXHO HaTH MHOXECTBO PONIUKOB C
3aronoekom "Epoca de aur” ("3onoTas anoxa"), ¢ kagpamu
COLMANMCTUYECKOrO NEPUOAA B MCTOPUM PyMbIHMM.

@rusputnikmd_2
B L8 $5 @5 @2 @1

e t.me/rusputnikmd_2/12933 209K @ edited Jul 21 at 09:57
. - B
Sl TR S ()
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2 i AR P BIE 28 1 SCRE DA R,
@ATodaPotencia i 1

@sputnik_africa X/Twitter
FIGHT RS 158 40
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Stsee 3%
WH. A s

W%E; AWM HARSTItE. “Sputnik Moldova 20 By Sputnik News
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[—— S———
e 4 [ge TPETU PyMbIH CYUTAIOT YayLuecky Hosocranapriepon  cwnz
XOPOLIMM NMAepoM, Nokasan onpoc
oness P,

B Mapwxe Ha aykuvioke nposann
YHIKATIBHYIO CYMKY U3 KOXH
THpaHH

Vaep o soqurensi worope
acna nopaxaT Ha 50%

et

WL Serewcih nocTonen noa yaop
sl Acoouoona

rat fia.ru s Rsen O MAKC @) Telegram

KULUVHEB, 21 wion - PUA HosocTw. flge TpeTu pymik Hassanu Geisiuero
pyKoBonuTens Pymbikiw Hikonae Haywuiecky XopoLum nuaepom,

ueHTp INSCOP.

Hayuecky pykosopun Pymbikvet ¢ 1965 o 1989 roR 1 Gbin CaeprHyT &
pesynsTaTe pesoniouum & aexaGpe 1989 rona. MOAMTUK W €ro Kewa Enena Goinn
KasHeHs! 10 MPUOBOpY BOEKHOTO TpHGYHana 25 AekaGps 1989 roa.

"Ha BONPOC 0 Tow, Gbin 1 HaywuecKky XOpOLMM W1 TIOXHM WAEPOM ANS
PyMbiiw#, 66,2% (RBE TPETH - PEA,) PECTIOHAEHTOR OTBETMIA NONOXHTENBHO', -
FOBOPHTCA B MaTEpHanaX UCCAGROBAHMS, KOTOPBIE NYGANKYIOT pymbiHCKwe CMI.
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v PUTNIK Africa

Ayatollah Ali Khamenei's

Residence Almost Completely

Destroyed After US Missile
(-] Strike, Reports Say

US Missile Strike, Reports Say.
Subscribe to @sputnik_africa

Sputnik Africa | X

® 9 © o o o

Follow us on Telegram to get

the latest breaking & W
exclusive stories from Africa | B1) .
and around the globe. P
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BRI S 2 DU . TFPY: hXXps[://]x[Jcom/sputnik_africa/status/2027706409727492278
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The United States sanctioned the
network associated with the sale of Iran liquid gas

¥ The United States sanctioned the network related to the
sale of Iran liquid gas. The US Treasury Department on Friday
(June 5, 2026) imposed new sanctions linked to Iran targeting
a network of individuals, companies and vessels responsible
for transporting hundreds of millions of dollars of liquefied gas
(LPG) of Iranian origin.

¥ According to the official statement of the Office of Foreign
Asset Control (OFAC), the network has displaced millions of
barrels of Iranian liquid gas using cover companies in the
United Arab Emirates and China, foreign bank accounts and
Iran's "shadow fleet”, deliberately originated as "gas” "Oman
Liquid" was concealing to sell to end consumers in south and
east Asia (including Bangladesh).

¥ Details of the sanctions:

- 6 ships (mostly with Panama flags) were on the boycottlist
carrying hundreds of thousands to millions of barrels of
Iranian liquid gas.

- Key entities and individuals including UAE-based companies
(such as Butani Trading LLC, Dundlod Trading FZE, ADH
Energy FZE) and China, along with Afghans and Turkish
people in the network.

Mehrdad Geramian Nik and Partners Exchange (Mehrdad
Geramians Nik and Partners Company) and its directors
(Mehrdads Geramian Nik) were also sanctioned. This
exchange has transferred hundreds of millions of dollars of
foreign currencies on behalf of Iranian sanctioned banks (such
as Trade Bank and Nation Bank).

¥ Scott Bassnet, US Treasury Secretary, said in a statement
“Iran's economy is in a state of inequality and its military
capacity has been severely weakened." Through Economic
Fury, the Ministry of Treasury will continue to cut off the
access of shadow fleet, shadow banking networks and Iran's
global trade routes.

¥ This action s part of the Trump administration's extensive
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The withdrawal of the proposed tariff review sends a positive signal to The decision to halt the proposed tariff review reflects understanding of
consumers who depend on stable and predictable electricity costs every the challenges many households and businesses continue to face in
month. #PoweringTheNewKenya #PowerReliefKE today's #PoweringT}

@Opiyowandayi

wn Citizen TV Kenya @& -
% 20h - & %’amh Citizen TV Kenya &
20h - &

Energy Ministry withdraws proposal that could have

increased electricity costs Energy Ministry withdraws proposal that could have

increased electricity costs

CITIZEN.DIGITAL CITIZEN.DIGITAL
Energy Ministry withdraws proposal that could have Energy Ministry withdraws proposal that could have
increased electricity costs increased electricity costs
Energy Cabinet Secretary Opiyo Wandayi has annou.. Energy Cabinet Secretary Opiyo Wandayi has annou
(s 04 (v il 28 R Q20 170 (VE] ihi 85 na)
The withdrawal of the proposed electricity tariff increase provides Il mi prises and
immediate relief to households already grappling with rising living costs, heavy burden to worry about today. The retail electricity tariff review
easing monthly financial pressure for many families. application by Kenya Power has been officially withdrawn to shield them
#PoweringT iefKE @ from high costs. #PoweringTheNewKenya

#PowerReliefKE.

BERUR NEWS BERUR NEWS

Government withdraws retail power Government withdraws retail power
tariff proposal submitted by Kenya tariff proposal submitted by Kenya
Power in March, in bid to shield Power in March, in bid to shield
Kenyans from higher electricity costs, Kenyans from higher electricity costs,
Energy CS Wandayi says. Energy CS Wandayi says.
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When power start ruling people instead of them ruling in power... £ Sudan’s confiict is more than a battle between SAF and RSF. It's also a With IRGC training and support, the Sudanese Muslim Brotherhood
Power can make you a leader or terrorist and Sudanese Musfim struggle involving former regime networks, regional powers, resource helps prolong the fighting. Their influence on SAF, plus financing and

Brotherhood are top range terrorist organisation @ interests, and competing visions for the country’s future. mobilization, makes ending the war far harder.
cfrorg #Sudanlslamist

BREAKING NEWS

U5, DESIGNATES SUDANESE NUSLIM BROTHERHOOD AS TERRORIST ORGANIZATION. MARCH 2026
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TERRORIST ORGANIZATION 121AM-Jun 4, 2026 - 468 Views 147 AM- un 4,2026 - 242 Views

#Sudanlslamists

#Sudanislamists

BREAKING NEWS

115, DESIGNATES SUDANESE NUSLIM BROTHERHOOD AS TERRORIST ORGANZATION. MARCH 2026
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BREAKING NEWS

115, DESIGNATES SUDANESE NUSLIM BROTHERHOOD AS TERRORIST ORGANIZATION MARCH 2026
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The longer Sudan’s war drags on, the deeper the famine crisis becomes. The Sudan's war has gone beyond just a battle between the SAF and RSF The old Islamist networks are back in the shadows, pulling strings in
Analysts point to hardline Islamist elements supporting continued it has enlarged in to a huge factor that sustain and prolongs the conflict Burhan's SAF while Sudanese families starve in camps. How many more
military confrontation over negotiated solutions. into its fourth year now #Sudanlslamists

massacres before we call this out? Peace needs civilians, not Kizan

revival. #Suda ts
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Observed on Anthropic infrastructure Downstream of our visibility
Documented in leaked S2T brochure (Forbidden Stories, 2023)

Monitor Segment and score Infiltrate Exploit
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Entire The individual
populations target
Whole Iranian, Gulf and Emirati Claude tags each user by segment, 255+ synthetic avatars befriend Phishing, malware and remote device
populations; 8,904 exchanges infers city-level location (Natanz, targets and enter closed WhatsApp and camera access against named
over 30 days. Fordow), scores sentiment. and Telegram groups. individuals.

Harvested contacts and member lists feed back into the classifier to seed the next sweep
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On September 12, in Fujian, at the northern foothills of the Tianshan
Mountains in Xinjiang, workers gathered at the project department of
the 6th bid section of the 6.1 million kW new energy project, demanding
wages from China Electric Power Construction Group Fujian Engineering
Co., Ltd., due to unpaid salaries.

On the same day, a wage arrears dispute also erupted at Luyi County
Senior High School in Henan, where a large group of workers assembled
at the school gate to defend their rights and demanded a clear
explanation from the school authorities.

In Deyang, Sichuan, workers laid out bedding at the project entrance to
demand unpaid wages from the construction company.

Rate this translation: 5 G

1:00 PM - Sep 15, 2025 - 126.3K Views

Qs Y2 Q319 R e L/,

4 8.
SRR A SR BRI R TR, g — R SRR ST IR, BB
B, FRRHR O BUG R W55 ESS TR TR EE.

Hh T 2% i 1 B
ROV T S0, ORGSR MBI — 5 5 502 Ak

RABEAEL B 5 % BB SR A Z AR P P 2 o JRATIC LRSI LARS 1k3% 47 B4 ok
.

M FIFTE A T EEERYEE A 0 2026 ££9 B 100



eSS

Z5&W T

HP B 5 E TAERIRDIR R (P EE) , TRSEREEWRE - REMmEE LR
AGAHR; B XER; hCN

WE B AP ETAER B RS S); @SS, PSRRI — S5
(R fERE) .

B

B CHIRY WK BRI CEEENT BR (o) , WRRiRAMR; iR
LB AR5 ISR ST SE ; BURBURYEIE S ARG MBUE A RIbR AL B8 PEA i
Peorbrifsr; IERXAPOELER. IAHSRMELRAR AR &

HHBUERRy “EEHI E a8 R TR EEE B R SRR U R S ORALEE 15 % 30
ES pa

HxEPNS NS AL DRRR (GEERR R MRk GEENE A
FHLRAAAEENA L SPEIGE; B AR EER AR,

GTG-34007 : AN REAIR RS EEWELERS
FEE Firefox JIEI R

RAVEBUFELAL T i 5 7 WSS P 22 U A IR TP A SR RLALIZ B i 16
ATET K o IXPA RN e ST PIS T A R RIS, LR R 1] i vh Je R R Bt .

BAVEB T —MEF WIS B EA PBRER-EATIAL, A5y A 7 IR R S orHd
SRR, FAE—SFREERMHT T 6,388 AFBIN. @ERHS Claude

TEJasr B fE TARSE, ShvTRe i BUF PR A I R A FE PR GO Rl o, TP 155,216
AHESGHATHZZ P28 5387 o

AT A TE ARV A © 2026 £ 9 A 101



WAVEBE T — B0 T PRORAY BB, %R e 57 BB A Dy 3L TR TRt o7 [l P i
BES1o G/DALRTBON ™ R — A CBNAE P HE R Firefox 7, %A “al-Najm

al-thagib” , /AR GRS e I\ 32 B2 P25 F- & KBS i P S Bt

PR AR T Rl — A% “Arman” WP RRGHY RAED, XR A5 HYRRN
e SRl BT OE AR 55 B S B PRI Claude $RUUCHS. @BE. TREHLREAIIHT

REEF

AT BTG X LA S 1P IR EF RN ZE LA R BahBEF M SRR L%
At , BRATVRBL T Bk o 0h L (P BT e 0 DAL S5 RYESR o FRATTIE e BLIIE 0 4 Y i 4 A
BEAR G BT o 2 T DL A IR

PIA SRR AT M BRI R B “Arman” |, XR—AHEMRFEARSE, HOWR
AR S TR R B OHIE . fH0. RIS, #R228K 0 “fr3h” @uiR.

FELH

— A ] Claude
dergt, PIkkS LR, fEHEEEAR. BisSHIA S 0@, EX D
PIZE B DU . Telegram KSR L ALEF N DA B Dy2he R A s i} 1) 52 PR Y Firefox
U R, XU T Byt T2 8 R SR IGEERHR BN R e 55— A~ pifs i
Claude RS H CHIRHTEIISH “Arman” FH—A> Web
Hidiie ‘BBIBIT T — AL MZ 5 reiE, ST 39 AP B ROIR A BRIK P i 44

5 — A B[] b — i g — 44 FRUBR DR e 5T PRI E I RESHRE R 1 — A E B E S L
, SRR Y AL MERAEE, i il A4k L P 6 1 R AUA .

WA A TR A « 2026 £9 A 102



WA A EHFOA TEREER

Zis A A Claude

gk — LB S BB ER R LR fE—ARb, EERESERE A ER
WYY R, TR R BB DS R LI A A SRR, R
5 PERE T KRBT, FFEORILIEAL e TN R R IH S

oh i AN 22 245 e

BANEEIE T BLA 16
MRPARIRAS, POV ENER 7 RATAREHBOR (BRI AR 22 ] it 9 5 i CA R iR 15
8D PIRARMBISZR X R . ARSI RNNIRATRR I, PABUHFFAE kAR R A i

GTG-50027 : fiF 0 B E 5 IBHR &5 10 E R A M4
BALIMTEA

BANCEPNIFRLIE Y — A7 88, ZAT BRI S5 8 o 5 B SRR T s
FEANGEEFEHNEETAREAR, Claude

—ZIT0% (TRER S HESEIREI] “EXEER

(ANSE)” TAEMESEPmR]) 4/ Claude 8 T —4 4N “Lakana

360" MR, XA AORBMREREFE, THREZERG =AEEBHEERK
25 2500 J5 5k SIM

Fo BATHEBZ -G R T AR BAE R H, X PR R 2R T & A e dt s Sk
WRHCTR . Z R R e ETEE TS E A% 589 EAE GRS S, A TRR ANSE
P RV R . B E S5 e i N BOW 2241 2hic w1 3 2 23R T T4 S mngp 4L e ook
RN e AR 23k 5 DL

WA A TR A © 2026 £ 9 A 103


https://www.hrw.org/news/2025/02/13/mali-au-action-needed-end-crackdown-opposition-dissent
https://www.hrw.org/news/2025/02/13/mali-au-action-needed-end-crackdown-opposition-dissent
https://www.hrw.org/news/2025/02/13/mali-au-action-needed-end-crackdown-opposition-dissent

FELH

Wik AU S5 B R R R T g R R PR MR F SR H TRA . %F
GBEZEPA A EXBAEER (22500 HEKSIM R)

ZeF AR BRASZEAE R A8 @isicak. EAE. EEEIE, OREMER S E
Bl P2 A H iR

PLHEEFHIEER, WEEM A S0 L5 AN B2 AR IR R 4L Es T 5 %
ZOR, ZAPFREHT A RONEREE, HEREGASC IR .

ZFAuSEESIM REFHA . MEMVPN
APbRic PRSI AMEIRER: WERR DI AS ER ARSI
Kb AL 158 B A Ak itk 17 DU .

P G A R S e AR RS T %I B SO B R B MRS M TR S o R )
PATIRIEAD S0 BB 7™ b

e ST A & B rT R

A B PR R AT SIHE B2 A HE AL A A
BRFFREEN., S RE SRR D AT g TR

EEAERE REEFRBIECR. HEETNEE BB 0PI T REE S

PR EES PLEE F RS A 220K,
2w T AEAE T 3 5 0 LR T IRAUA PRI B
N D53 Hr i SIM 3% Burner-SIM
RAEGERE. BARATEC, Mm%, EEmA HERY; AR Z AP
s e

WA A TR A « 2026 £ 9 F 104



oh i FN 22 245 e

FRATIRR AL 3% P B ™ St A 0 DA B 1 R SR A o
RAH @ AR F W AR E V%G BB AT 3hIEL T 55 Bk
FEfn it iGsh, HEA LG RRE .

GTG-30004 : BapfL FiREIEHR AL EE K H

RATVRBL Y — A S HIABRE A, FUR B T —A 8 SRR R 5 0 5 B
TH, sx@Bus B~ AL RIRRIFRA . 535, BB EFIA Claude
HAE ATSEREHE LSRR R Sk k.

BE{L B RELR

FE—A TR, BRI Claude

FOHRR T —MOF IR AR TR, ETEMT I EIAIR G REE BN B
FHEir r A Az S LR, $ETHRAER BRI S5 E AR R LS
FSRE N RIF PN he B EARFIA Claude SJTE S AT Fn o BT DR EBCIREIRE /7

EERHFR

18 ZA WG G A TR AT TAER Y, BB R0 T JFIR LSASS SRk #EiEfE iy
NanoDump, F:FE python h4E T 5EHIfH) C++

RE/WREE, ZEEEGL THRFIFEN T BPEE, TR N T IRE LR AT
FELEF 53 BT

WMFNFTE A TR A « 2026 £ 9 A 105



GTG-30005 : FEE g

BEIE

TR I, BAVRIHFRLE T — A5 BRI AK, 547038 P10 w55 iR
STy 2 FF VA8, CARIE B gt X RIS R BARE . WUl £ Claude
%5 BT, @i b R AE Claude BBRB) T 8] Python

Hil, WG R SUNRREE AR . I AIPDRHL RS A 2 1 ZE IR b vp B £ 52
BB AL AT ATFTiR AR CPLRE SRR wlk R EHRE A D R
B A A TEPIAGE R B E B AR R e PE M MR RS RIADES, Xl b VSAT
Zenin, NBRHE 53 A DL EH ™ Shrp B C A CVE #4174 H

RAVEUL VAT B 0K, IR T RS RE PARRARA SRR B XURE,  F5 BUR S a3k
LR TR AR SR U o

AR HR IS

Bhb, W PR I E R RET T AT R, ARG a5 s E PO
EOEGREREALEE, ZE &1 A SRR S 3% SRS S S . 8 E R —
APH 244 BB FAN Telegram

BEALAY S H S T TR, ARG R 5 AR L 22 2% 5 HT

i B AT 52

CVE-2022-22707, CVE-2019-11072, CVE-2018-19052 (COBHAM SAILOR 900 VSAT)
CVE-2025-20309 (SRSl 1555 rms)

WA A TR A © 2026 £ 9 A 106



CVE-2024-20418 (RRHEHT LR MIFE)
CVE-2024-20354 (JB#} 1W3702)
CVE-2024-2658 (jififii} &1 /<, EcoStruxure)

GTG-30006 : i RELEET A

BAVRBL T — AP B 0k, FIH 16 N —iaE R A% 3% Claude.ai

PRI R AN B R AR MBI B AT 2B SR 1P
Hohk-J5 A B IR BB TR ORI A o I T A R R v 2 R LR D
Wi AR

WHEmEARMALER-EER

WPtz i TR

S RBE ] Claude 3EAT TREANINGK, 4555 H 55 ff Jy i) R PE Web

FRiER. GiliiEiBi Telegram HLAF A HIAY VBScript dropper, {hi i Microsoft
Excel fll Windows EHEAHEHE. BHEIRATENE K %5 Telegram HYhi A ESET NOD32

B BB R B . ClickFix KU Win+R 1. V2Ray

ok DU APR ] AR A 22 o . SR Y T 2 LRI BRI E R R . HE,
0 P AR HOHE PR DG B 28 Th AT S5,  RANARP iR IT A
K—#.

SECOMS64 Pt f

EZTEEN I S —HB 5, B AR Claude FEE SECOMS64, X — MBI Windows
AR . S NCRSRELCRE. FmiAE. i S R4 m#ESeid i Chrome
AEIEHEELPL N2 Microsoft Defender Fil Intune i %S, Al 48501 ngrok BB L5
PowerShell JZ [i] shell, USB 3Kz 8S1E4%

WA E A TR A « 2026 £ 9 7 107



D YE SR BN SR BT B BOR RS, A STPR LR 55 3R 08 5 DA Rk B s st o

ZLHUEEREMNA. 2 Telegram

S AR T EORER, BEHCRB[ANEGR. REREANERNS N “Telegram”
B AT XX HFiafY, A PRECHIE RS, JFd@id Telegram LB AN GIHUHIK I ZF. USB
Bigud s HAZ A AN RS R F5S, W —8 8 Android

PR B SR N . IR M. FAMRSBR: RS TTEY. mRisirk
WASTHRIESS . B BRI BRSPS T B %E ProgramData 342 AP R Windows
FRIANFE IR 559 3 Sk — Mg e B g AR = 76D, RS %
HB BV BTN R, X8 FEIFTEARSS S MBR . Ul 321k il ik
Telegram

SRS PRI FRACRS DAY, TPASTIAP A SRR, 4T @Al DA B v Wl &
HREOL FigfrIFgeid SmartScreen, JHH THABEIENA DG Adob e

J AL W A R MR P AR e N T FE b TEERBERYCHL YT, FRATIRBL T EH3HE E Windows
JH P 3K 2 B R S AT A 0 E 2R B 3h

Microsoft 365 M5 1%

JEH AR Claude #it T HRALE A M OAuth R R HFE G BL T3 Microsoft 365
MR o AIASRFIZE 1k Outlook MEFE DASRBISEHE Uik, RGfREZ DPAPI [RPHIEY]. BT
MSAL 2 1EM OneAuth ik P {74, FHF3 Windows
RIREHRANERAH . RIS HUEEY Outlook Web API

iR, PR TRIBFNE (AR CMBRE) , RS FT R el id e
B R Y IR S5 AR, X LA KO T B IE AT Outlook

s PR R R E A T Microsoft RYSE— 7 BURFERF % /35 ID, flimE 540
Outlook & P Hii ik X 57 . RGNS, B Claude
Feveitfnilitix TR, mARE T LRHRAE.

o i FN 22 #R4E e

BANESIE TRX LK™, BB S RN R ZR BUER ARG L AR, FFite S 2 30m
RETRITEMER P SR ESER, DAIRALHR G 3

WA A TR A « 2026 £9 A 108



=

FHLLAE

C:\ProgramData\ fontdrivehostServicePackages\drv3060nt10-69s64mmm\ fontdrive

ehostexe (F§AME; BRIBIKZNFRF )
HKCU 2175t “Whost”  (GEMEFFATE)

RIS SECOMS64_AdminTask, Calc_AdminTask, MyTask (G&f7ZH
)

telegram_listener_v12_2.vbs (VBScript {#%&)
SECOMS64 (i N H#45H3)

com.app.safeguard (Android fi; FRERIER N /{5 /0K
B

“Image Processor Pro” / ¢ 2024 Adob ¢ - ImagePro Systems Inc” ({5 B HFERF)
P e

% “Telegram” WRJNATCHE, #iA telico (HPE-exfil 4144
k)

nBE

Telegram 5 2 Fi{3

WK ID: -10078223223323, -1003197249446, -1003233252, 7828288328

WA A TEAERYMA « 2026 £ 9 109



ZEZEp)

JHIAR FHLFE (wscript.exe / cscript.exe) 5]

api.telegram(.Jorg

B 552 5 J5 19 ngrok BEIE Hi 11

Wi gofile[Jio HfF AR K

SN “Azar-News” (RS MWENTE B RIBEA)
M365 $E85 5 Token GFEUIT R (1 *F Microsoft 365 B fHI)

olk.exe / olkexthost.exe HJHIASZR 1 DLl 554
Fi &

3k Outlook #Hl ¥ LOCALAPPDATA % \Microsoft\Olk\msal_token_cache.bin
Wik

SSO_POP_User / SSO_POP_Device / FSBIE PR SE
Olk/PushNotifications Je g 5% H

OneAuth / AAD BrokerPluginfil-25 8% token X {1 br

i Btk Outlook S1HIH 2 i £ 3 Outlook.office.com/api/v2.0
Jii)adiwil

M python I & v 8 956 — 757 Microsoft % % ID

WA EA TR A « 2026 £9 A 110



WMFITERFRAEEINRFENPHER

H 2025 4 11 %A E—Or s & DR, BRI T B 20 it s 32 44l

Claude, BT TAVPIEE FHBORFIR S Ak . HbZz —RFH 5 38 R E MR, A
. F9. sCERAPL a2y, DURIRIE S ffndsb Rt . Xt
F]it, Anthropic A¥ Frontier Red Team

TR T IS, PN TR AERARNIRED (FIARE E0E S AR RERIE)
ERRSTR (BlmdsES BAAm TREAND) e . FERD, BRTEE g im
RS R AL S5 7 AU S EEilk .

TER RH—4E L, AR IR BN 22 B 1 2 VB0l 20k, HATTR R wE 57 681 % T
AR BETH AT ZAEAE, B RRER T RIS IR SR R . FEARIR &, AT
Hrp o ERFRRAGER: 3 EAEPE, 2 BERDH, 1AW,

Mpisk EF, BRTAE—ERMER. BaE/MMUSMRREA GURBLAY, AT ol
PER A SE SRR LR S R (MRl TR R BN RS, O SRB ATV 20 s 2 Ak 8 S AT iy
MBORAIRS %k, RATTUAAATBUNMES . HIRAEXPEM, BRAT2ES kS R BATHR
WP, RS R NBRATAGZ 2P AURI b ARG L ARSI, B A CRMARAE TR 1S 7k
TR A5 B DA TR C R BLET B o

AFTHIANAROr PRIy SRR 1 I SR e 5T 8 F AT T R as ik fE i A~
WS KE R, G T BAB I PR AR RGBT R LI T ALY
BiE, e Bk, AR MEBBIF SRR b AT iR B 2 AN R . R
S T AT BRI S SR T RIS BRI PR B, —H25E W IRPEE % R
WAZERP B AR, T 55— 455 8 WA 58 1 RE kA R EL BB R A A SRS B

WMFIFTE A TEEERMA « 2026 F£9 A 111


https://www.anthropic.com/news/disrupting-AI-espionage
https://www.anthropic.com/news/disrupting-AI-espionage
https://www.anthropic.com/research/intelligence-targeting-conventional-weapons-capabilities
https://www.anthropic.com/research/intelligence-targeting-conventional-weapons-capabilities

RANCHNHEEFRBGEBAVG L ZH P PIE . BAVSEHEE ¥ —EH i Rey, S
G bk DAL Lk 55 i = B E AN 3RO SR i i

WA OHR GRS R R BOFMRER 20 TAEMHSTR, AR RERZA
TR TR T HEAMR IR0 .

B35 REFL5EH

TEART R, WATCHETRAIBEF AR A T30, TAPTGE “hl” RIGRAAIE T Prd
A DS GOCHRAR P, AR 1A R SRV 2 5 B F & L TAER
, WANSILFETT ST RANEIEB, PUEMATR A DAIRELIE ). RATSH b2 SRR
ATEREESTE, BIIS S 2 RR & .

TEIXEREBID, 2550w R g Mo s A E PR, S 2 i A X
SR R BT AV X 8k F . B RN TAR M B A 2idh, ARG
PR ATRPRIBT, 8 R At 75 25 SR Ak AT By & S it A ] 5

GTG-87001 : F| Fze 55 & 4& il S A A 55t 7] B
SRBFEIENA

R
RMVRILT A BT AR i DLEASE 17 = AR BRI : P AT R

i B 3BT 0 - D RE A9 8 1T PR 28 AT T H DL K s B S E Al i 20002 FLAY 25 2 0
B DRSERTE PR “R20007 R5)) , He G e E i i k.

WMFNFTEA TR A « 2026 £9 A 112



25 Claude Code fURF NJERF TRIGIF A TS SRR (GNC)

BE, AT EMMmEE Tdr. B, i Claude

FOTIE B S0 SR R B RE S RITIHENLL, SsfemmprEmitecer, WshiE, 8
ITEFEEREE, FHHAT TR, 25BN EFM S A Claude

Khl, HEAEETEE AT, RENTER LIRS DML ER . 25%%
B — Al st SR, B A0S, SE=AE s A A B A RS

BAIH R ZRAPBURBLIE T RATEYF B3R, AHA R Bk 5 2Pl R R gk ikt 3211
AOPRIP TR, CLARRRBLMATIAG BRI PR B bR, FF ELAATIR AR5 3 A &l v,
P BA — A28 22 E AN E &= E .

XSS ERRES NP R SR, ORI IR SR . AL RV 8GR
BERITRE 7R EMRTEEAS T 0 S K S XXGIAPLERMR T LA
NEFPY, JE BT 555 AR L, PRt AR IR P

BAVREIX — 18 SN BE R IRATDA ] e BRI R TR R A — 3B 5« RANZEIL 517 8
WRF, FESAMAE TR T AR MG R, DR AT TR RUR: . TS i,
BNAIEREY, 255 C8MBT AN EEETREY, ZTEUAKBT Claude 5§
MATLAB Z5Hfth TR 3085

WMFNFTEA TR A « 2026 £9 A 113



REEM &R

Case 1: Development

Guided-weapons engineering cell on the systems development lifecycle

[ Concept of ops ] ( Validation [ ops }

Requirements Telemetry diagnosis
S S e
System architecture \‘ ( System verification
Trade studies Flight test

Control laws HW-in-loop

[ Detailed design ] ( Integration & Test J

— | -

Implementation & Build
GNC software * 6-DoF sim - firmware

Three concurrent programs
How far Claude carried each along the lifecycle

Reached flight test [ ops

Design

. Tactical guided rocket . Multi-stage ballistic missile . Multi-variant missile family

Framework: INCOSE / DoD Systems-Engineering Vee

il 1. GNC BUCHI R & LR
V, BT BT AT R SIS AR T . DA R RIS TRA R ZER
Wy EATD S5 E B Claude JF & GNC B PFEIEA
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FIXEREHR )G, T8 SR S8R w55 TR OHE — RLSO B R SR N SURMLITRZR S, KRR FIH
BRBURTEE T — A SUEREIN, AR S TR ARRSIRE KERIH %
AER T DR — AR AR P R B e AT T

T 5P BLAR IR TR 8 557 08 A S L S AR R RIpA B, 225 B P B R
RN TR S APE ORI A 3 K BB HRRT Rt Wl %10 5B @ 1 ik w55 8 A Bt
APHPROEIE R, RINPHEAE, E 7 RN TR,

FEJd ] BERR AR R YRR A — sy, AR 7 iX—163h. BAVARER 15 S A T4
IWBSEE . HBMNCEEIE T RBAI S F i XBOREEER BRkRa 3Tk
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Case 2: Development

Undersea-Warfare Fire-Control: Three parallel workstreams

Track A - Engineering

Indigenous fire-control specification — certification path

Track B - Acquisition Qne indigenous
anti-torpedo system
~200-page proposal under fabricated US-OEM identity
PLAN scenarios & adversary
torpedoes

Track C - Intelligence

Benchmarking vs. named US ATT/ASW programs

Compartmentalised across sessions; Claude ran all three concurrently under a constructed US-contractor identity.

D Where Claude operated D Standard process step Not observed [ actor-supplied

Framework: Parallel-workstream swimlanes (DoD acquisition phases)

B 2.
GATAFIBRA=AFAT TR QAR A KM, R B RE H L
Barhro
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Case 3: Development

Autonomous drone swarm — full-stack engineering at implementation

{ Concept [ reqs } Field / ops

| Architecture } System test

[ Detailed design J [ Integration [ HIL }

Implementation & build
7 subsystems to working code

Technology readiness level at disruption

TRL1 TRL2 [ TRL3 ] [ TRL4 } TRLS TRL6 TRL7 TRL8 TRL9

Proof-of-concept - lab-validated

D Where Claude operated D Standard process step Not observed/actor-supplied

Framework: Systems-Engineering Vee + Technology Readiness levels (NASA/DoD)
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Patriot fire-control radar

523

AN/TPS-117 radar

AN/TPS-75 radar

Golden Eagle EW drone

Y-9 comms jammer

Link-16 datalink node

Y-9 radar jammer

Tien Kung SAM radar

Y-8 jammer

J-16D escort jammer 204

@ Adversary air-defence target
. PLA attacking platform
196

THAAD radar (TPY-2)

I 4.
BAERPS IR BB SRS GRIRRKEHI) o X BORme T RS Ees th A
BISUH; ENRR T HEAPGERNE R, ARSI .
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Case 4: Operational
EW / Air-Defence-Suppression Targeting Suite

6 - Assessment 1+ End state & objectives

— 3

Multi-day SEAD | EW

- 2 - Target development
campaign loop

5+ Mission plan & execution

4 - Force assignment 3 Capabilities analysis

~16 modules co-developed with Claude - scenario-fed, not live ISR

D Where Claude operated D Standard process step Not observed [ actor-supplied

Framework: JP 3-60 Joint Targeting Cycle
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Case 5: Procurement

Dual-use procurement & sanctions evasion

[ Origin supplier ]—) { Third-country intermediary }—) ‘ Consignee (RU) }% End user

Claude: supplier discovery, multilingual RFQs, end-user softening, markup-chain reverse-engineering

Five concurrent procurement streams
Fluxgate magnetometers

Space-grade PV wafers

Nat’l Guard construction

® @ o
® @ L ]
Crew oxygen systems @ @ L
@ @ o
® L L

Encryption [ access-control

Funds flow (reverse) via sanctioned RU - CN correspondent banks

D Where Claude operated D Standard process step Not observed [ actor-supplied

Framework: BIS | OFAC export-diversion typology
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Case 6: Intelligence
Directed-Energy S&TI Collection Campaign

Evaluation & Feedback Planning & Direction
————3
26-day OSINT
Dissemination campaign on US HPM Collection
weapon
HUMINT-prep outputs:
Dossiers on named
cleared US engineers
Analysis & Production Processing & Exploitation

[ Refusal held: ELINT Methodology ]

E] Where Claude operated [:] Standard process step Not observed [ actor-supplied

Framework: JP 2-0 Joint Intelligence Process
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The three-sided marketplace

GTG-1501: how Claude personas, real gig workers, and a metered paywall combine in one feed

Operation - over 20 apps

>
Match feed Image model
Avatar imagery for profiles

Claude personas

@ The scale layer
Messages ~75% | Autonomous text chat 24/7,0ne
App user reply per turn.

Coins (paywall)

Swipes one blended feed Never disclose being Al; deflect
h— cannot tell Al from Replies video/photo asks.
uman.

Messaging is metered;
refills cost in-app coins.

Real gig workers
~25% | The authenticity layer

Invited, ID-verified, linked to a
real social account.

Hard-coded :
i Paid per message, call, and
3:1Alto human oW back
‘ )
Live video call + Instagram follow-back = “proof of realness” T
Weaker model
3reply suggestions - moderation
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Training set
Teacher model Student model
Larger, more capable N Smaller, trained to
ger, P mimic teacher model
illions of responses ou
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Anatomy of a distillation campaign

Manufacture identities Harvest Clean Train

Thousands of fake accounts Automated scripts send The harvested exchanges are The exchanges are used to

are created under invented millions of requests per day cleaned and reformatted for train a student model to mimi

aliases and made to look like through these fraudulent distillation. the responses of the frontier
ordinary customers. accounts. These requests model.

target the frontier model's
reasoning capabilities.
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